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Virtual Cloud Generation Firewall
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Software Specification

COMMUNICATION

Virtual Cloud Gen Function SEAE 2o Client Security
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Hardware Specification
BLUEMAX NGF 50 100 200 300 500 1000 1500 2000 5000 20000
CPU 2 Core 2 Core 4 Core 4 Core 8 Core 2 Core 4 Core 16 Core 24 Core 438 Care
Memory 4 CB 4GB 4 CB 8 CB 8 CB 8 GB 16 GB 32/64 GB 64128 GB 96/288 GB
& System 16 CB 16 CB 320B 64 GB 128 GB 128 CB 256 GB 128/256 GB | 128/512 CB 28/512CB
orage ] -
Log 1me = 118 178 1,92 TB/RAID [1.92 TE/RAID | 1.92 TB/RAID
100G Fiber [max 2) (max &)
40G Fiber (max 4) (max 8) (max 8)
Interface| 10G Fiber - - - - (max &) 2lmax 1Q) 10{max 26) | 10(max 26)
1G Fiber - - 4 s 4lmax 8) Slmax 40) 8(max 40] Blmax 40)
1G Copper 4 4rélswitch) | 4+8(switch) 8 a8 a8 8 Almax 40) Blmax £0] Blmax 40)
mgmt 1 1 1 1 2 2 2
Throughput 1Ghbps 2 Cbhps 4 Gbhps 6 Chps 8 Chps 12 Gbps 30 Gbps 60 Gbps 120 Gbps 320 Chps
CC(Concurrent) Y00.000 | 1000000 | 1,500,000 | 2000000 | 5000000 [ 5000000 | 8000000 (15000000 |50000000 60,000,000
Power Supply Adapter Adapter Adapter Single Single Single Redundant | Redundant | Redundant | Redundant
. . . I I U U U U 2U 2U 2U
Dimension(WxDxH) | 201x191x45 |250x2 57xG4 250X 257X (2 425 40 43863244 1638x525x44) | (438x525x44) | 1436x685x88) | (4 38x685x88) | (438x655x88)
CERTIFICATIONS
' UDD AlFOt0] 30l S8/ | 02-525-0481 ’“‘:’
FEHFLAOME | secure@cudo.co.kr ‘GQQWQ,. >
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Next Generation Firewall Virtual Edition
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Software Function

Virtual Cloud Gen Function IKE(v1/v2), PKI(X.509) Compliance HZS ot T 20t ME HE KNS
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Software Specification
BLUEMAX NGF VE 100 | 200 300 500 1000
Virtualization Platform VMware, Citrix Xen, Hyper-V, KVM, AWS, Azure, Openstack
vCPU Support 1 2 4 6 8
Memory Support 4 GB 4 GB 8 GB 8 GB 8 GB
Storage Support (Min/Max) 128 GB /2TB
Throughput 2 Gbps 4 Gbps 6 Gbps 8 Gbps 10 Gbps
CC (Concurrent) 1,000,000 1,500,000 2,000,000 3,000,000 5,000,000
A|FO}O| 2 =ut 02-525-0481
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Proactive Threat Response Next Generation IPS
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Software Specification

Intrusion Prevention Anti - DDoS Log Monitoring

HTTP, FTP, POP3, IMAP, SMTP, IP, TCP,
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- oTIT= O=2 O Lo Tro o "
£ § Security Setting & Interworking VLAN, GRE, IPinlP, GTP, DHCP, IP(v4,v6),
O3 o ool ot o Ol Mo g2 ICMP(v4,v6), IGMP, TCP/UDP Z2E 2 X| &
—|o‘|'ro0" Hn_E-l— ‘I SEE '”o EE’-"°|'5=‘3'—|'E|A|AE“ o= %
ceTiErTTe Fe 3 Tep MM 22| S EA 7S HS
YARA & X[ - Sz
7 S olE A 2 HE 2 ANAY2Y BN ME LY IS HB
[7]
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Mol 1]
52T LY Anti-virus S| 2iz2| oMl 24 2F S pemgReIls LA RUHB
©
f s o L Is
CHE, Y=otz = mh s x| 2 fé’:g: Aro|7| 3 MM £ 7|5} 3z YA A 2E Y ET 7S S
£ E
v 9 .
AFE X} H 9| snort Rule 22 mapasxoxY g BIX| S H|Of A Mo} A% =7
£g
T p— 3= YA/SH7 |8 Qos TCP Flag' H|Of
2 Al S| =2 %9
%":‘ PCRE(STHESAY) 3 S0|E2|AE SE XY (SYN, FIN, RST, PSH, ACK )
ZE|IHE EX| 7| S(EEER) ACL X MAC T4 HOf K| - 5% QoS TCP/UDP/ICMP/ETC PPS & Of

Hardware Specification

BLUEMAXIPS 1000 2000 4000 5000 10000
CPU 4 Core 10 Core 10 Core 24 Core 52 Core
Memory 32GB 32GB 64 GB 96 GB 192 GB
System SSD32 GB SSD32 GB SSD32GB SSD 128 GB SSD 128 GB
Storage Log HDD1TB HDD 2 TB HDD 2 TB SSD1.92TB SSD1.927TB
40G Fiber - - - (max4) (max8)
10GF FPGA (2 Slot) - - 2 4(max8) 4(max8)
10G Fiber - - (max4) (max8) (max8)
[iich2Cd 1G Fiber (max4) 4(max8) (max8) (max12) -
1G Copper 4(max8) (max8) (max8) (max12) -
HA Port/ Mgmt 16Cx2/1GCx 1 1G6Cx2/1GCx 1 1GCx2/1GCx 1 10GFx2/1GCx2 | 10GFx2/1GCx?2
Power Supply Single Dual Dual Dual Dual
Dimension (WxDxH) 1U (438x481x44) | 2U (438x481x88) | 2U (438x481x88) | 2U (438x685x88) | 2U (438x685x88)
Throughput (UDP/64byte) 1 Gbps 2 Gbps 10 Gbps 20 Gbps 40 Gbps
CERTI FICATIONS
CUDD A|FOFO| 30l =1 | 02-525-0481 153
[ HFL A O|ME | secure@cudo.co.kr GQOR.
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Anti - DDoS
SECUI MFD= #2151 Q)= DDoS &4 0f| CH-SSt= XHM|CH Anti-DDos 2 H| i L|CF.
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DDoS Attack Defense List

TCP 37 Woj HTTP 34 2o UDP 37 0]

TCP SYN Flooding HTTP Flooding UDP Flooding
TCF SYN-ACK Flooding HTTP Post Attack (Session, IP) UDP Invalid Header Length Attack
TCP RST Flooding HTTP Caching Behavior Anomaly UDP LandZ Attack
TCP FIN Flooding (CC, Circle Attack) UDP BPS, PPS Rate-Limit
TCP ACK Flooding HTTP Slow loris Attack UDP Invalid Port Attack

= - - HTTF Request Anomaly Attack

Pl
TCP URG Flooding DNS 7y Hl‘O'l
TCP PSH F{U()diﬂg HTTF XFF Field Based Defense ST o

. DNS Request Flooding

TCP XMAS Flooding HTTP Invalid URI Length Attack

DNS Response Flooding

TCP MISC Flooding HTTP Slow Read Attack [Session, IP)

TCP Land? Attack HTTP Repeated Pattern Flooding Attack VolP .3_74 %l’0'|
TCP CPS, Session, BPS, PPS Rate-Limit Server Behavior Anomaly Attack Request Flooding
TCP Open Connection Slow Read Attack Response Flooding
TCP No Data Connection S5L Renegotiation Attack Malformed Message
SAL Query Flooding Attack
TCF Invalid Port Attack uery Trooding Atac H|XdAH T§Z) 2274 o]
ICMP 22 2to] == ===
TCF Invalid Flag Attack oo
ICMP Flooding A|JL|X] 7|88ty
FTP -3-7_1 2,*01 ICMP Echo Request Flooding Anti-Botnet
FTP Direction Traversal Attack ICMP Echo Replay Flooding
X[ 7|8t 2o
FTP Bounce Attack ICMP Unreachable Flooding
FTP User Name Overflow ICMP BPS, PPS Rate-Limit Zero-Day Attack&
FTP/Telnet Escape Sequence Detect ICMP Ping of Death Attack Unknown Attack E'_J,'Ol
Hardware Specification
SECUI MFD 2300 4100 21000
CPU 4 Core 10 Core 18 Core x 2 24 Core x 2
Memory 16 GB 32GB bh GB 96 GB
System SSD 128 GB
Storage HDD1TB HDD2TB HDD2 TB
Log SSD1.92 TB
Throughput (Max) 10 Gbps 40 Gbps 100 Gbps 120 Gbps
40G Fiber - - - (Max 4)
106G Fiber - (Max 8) 8 (Max 16) 8 (Max 16)
Interface
1G Fiber 8 (Max 12) 8 (Max 16) (Max 16) (Max 24)
1G Copper 8 (Max 24) 8 (Max 32) (Max 32) (Max 40)
Power Supply Redundant Redundant Redundant Redundant
Dimension (W x D x H) 2U (438 x 580 X 87) 2U (431 x 577 x 88) 2U (437 x 671 x 88) 2U (438 x 685 X 88)

«CCelZ Et71Ee 45 4 7|5 Ales 25 S2tet DDoS M & HE
F

*40G NIC= F7tCC2l5 g7

CUDQO r=oto 82 su | 025250481
M

COMMUNICATION FEHSL|AHO0|ME | secure@cudo.co.kr




Next Generation Wireless

Intrusion Prevention System
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Software Specification

247

Wi-Fi 6 (IEEE 802.11 a/b/g/n/ac/ax) X| ¥

802.11w(PMF) X2t (AP/THE X}EF 71HS)

9 W E(2.4GHz, 5GHz) B R|/XFEF X| A

T 2 BRI 3 RHE

HQI7h=#/2E
ﬁx

|17} C]so]

(=] [==
SSID X, MAC B =& EtX

ZHY/RE StA X

Wi-Fi Direct WDS/WPS/WEPZ| 25 EFX| Gl

Malformed £ T 2l EHX|

BM DoS 3Z/RF 7HI ¥ EHX|

oo =

| syslog, e-mail S O|HIE 2! 7|5

Hardware Specification

BLUEMAX WIPS (Sensor)

Appearance

Wireless Standard
RF, Antenna
Interface

Power
Dimension (HXWxD)

Weight (g)

Temperature (Operation)

BLUEMAX WIPS (Controller)

Chassis

CPU
Memory

System
Storage
Log

Interface
Power Supply

Dimension (HxXWxD)

Number of Sensors (max)

CUDO

COMMUNICATION

FEFHFUAO|

ey o
FM CHIO|A K| =Y Bl 0|5 2= &g
CHEAP-HIM HE 7)ol 24 Hot 2
AlAHE 7|8 O|HIE O] 22| E &9 ZalA X J
INES=
et HEEZ NI7BHHA) K& X &Of Al X-Z Fail-over

602 604

secul ‘ s

802.11 a/b/g/n/ac/ax, w
2.4/5GHz, 2 x 2

2x 1GbE, 1x 5GbE
PoE (802.3af), Adapter

802.11 a/b/g/n/ac/ax, w
2.4/5GHz, 4 x 4

1x 1GbE, 2x 5GbE
PoE (802.3at), Adapter

AlForo| Sl i

M@ | secure@cudo.co.kr

175x175x45 235x235x45
470 870
0~50°C 0~50°C
1000 2000 3000 5000
(=== e =

2 core, 2 threads

4 core, 4 threads 4 core, 4 threads 4 core, 8 threads

8GB 16GB 16GB 32GB
250GB 1TB 1TB 2TB
250GB 256GB 512GB x2 512GB x2
4x 1GbE 2x 1GbE 2x 1GbE 2x 1GbE
Adapter Redundant Redundant Redundant
Desktop 1U 1U 1U
(43x254%226) (43x437x507) (43x437x507) (43x437x507)
50 200 400 1,000
CERTIFICATIONS
02-525-0481
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Threat Analysis & Management System

BLUEMAXEZWEY

BLUEMAX TAMS= 4tEl 2o A|IAEol Fot 9 &4, TiE =21 44, 2l
£XM 8l X X3lZ Security Automation 5% f

BLUEMAX TAMS E%HH

HH

v [ 7ISEEHW 1Box0f S MSSIH 2182 S/HA| AR ST Q= Cluster ARE 2

J1= M= CHd EA BA M 2 AR M M= pSE=3
v ||_ '"E H | 23 [07:" ----- —|oo] [ Ty :;o] v LSS SSDESE m SYSTEM SSD
ME ds, s/ o e " v 23 XMT Raid 78 712 WS —
45 0= gy LN . o NAE swet motz 1] LOG HDD
vid H EH 2 A Mg s &2 v‘ LOG HDD
102& OlLH %E, b ol [o000 oo [ . L - (RA|D)
X o x 52F
H|tH 202 eps oy M W BLUEMAXGET BLUEMAX&Z

V21 ME 45 mB l l | .

(tams 1L 7|&)
W SECUI TMS W BLUEMAX TAMS

ol 4 oF O|3d Al i
HA|ZHCEREE 2 S 7id 4% &1
AIAB9IS S8 AAIZH BLIEY X CHAHE 240310 Chefst 9 MAIZHCHH QIR 24 Zt0) Z|uket B S3 4 Belz
e Hxol g8 Helg Hs

AR
DLEY

yrybieky 54y el
FHw \ sy 2y
24715 M3 }’ Y 2y ) Sgayue
THREAT L CENTRAL
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Real-time
Monitoring
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Multi-Threat
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Software Specification
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DL EZ/IA R E

S X[ A(IT4U, E-mail &)

SH| SEHEH) AR 2LIEE

A g E2tE 2HEHE

A IS Rl HeE HE )

22| | 2D/3D EE=KX| Y 27|
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MEAE2l 31 21 88

T™MS(SI 2H2])

M ZA B
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Rl OMIERSE 9% £
O
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e
S g HAHIOIE HS
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F2HE7HE) 34 B4 2|lAE Cluster TAIOZ 271 A ME
THY A 7| B& Hot OHIE BAY/SAIE S5 AT Izl 24
Si= 324 Raw Data 27| SN 7|7HEEzE 27t AZh 2|2ZE NS

O/ 85 O|IE AFEALHo| 2
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Central Management

OALE EEH/EN) K|

| A eyl Alad 28
Al AeteEon 2l 71 S B e lRH R AEL B AZh
28 57I=t ZRIRF L (IPva/iPve, 2 7 2I2|X| THARIE A
I 1S 52 AJAEY iy
s A38E Vs 22| =7 M S(ping, traceroute, whois)
s32|AE/ACL BT AlNE 728 EE
Hardware Specification
BLUEMAX TAMS 100 1000 5000
CPU 4 Core 10 Core 10 Core x 2
Memory 8 GB 64 GB 128 GB
System 17TB 256 GB SSD x 2 256 GB SSD x 2
Storage
Log 4TBx2/4TB x4 4TBx2/4TBx4/4TBx6
10G Fiber (max 2) (max 2)
Interface 1G Fiber (max 2) (max 2)
1G Copper 2 4 4
Power Supply Single Dual Dual
Number of Devices (max) 100 1,000 5,000
Dimension(WxDxH) 1U(426x356x43) 2U(437x648x89) 2U(437x648x89)

CcuUDOo

COMMUNICATION

A|F0L0] &
FEHRT I-I9“I|0I

02-525-0481

secure@cudo.co.kr

CERTIFICATIONS
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Proactive Integrated Security Vulnerability Management

BLUEMAXGIEY ror scan

BLUEMAXCLIENTfor SCAN2 AfH{, { EQIT FH|Qf Z2mlZafel |

U2l 2ot HE2H0] i (cce) L of

Ho 7
— n al
=
= o] <F
o &
70 B0 Y3 - lHo Bl R0
3 ol o o S gl )
Tz Jo#E o 2o z) . R0 30
[ ~ oK g o olo i
7 X0 N o 7 b a — K [
i) P& R e.‘ < = i+ g a =
RIE s RO @R N o z0 of ol N
ogr X Z ol g s oT B XF I
% ol o [ s Hy @ ¥ N ol o
° S H TNH XF N0 oo
w | (@) %0 % m_w._ @ XF
T, “—
<0 am wn 0 & &O <4
ol oTES e 2 wa e —
= I £ KO §% 9 - ¥
W o
of or X
2 Jo et F ok &
~ B
- IR
of I
R e PR
o K
Klo sy e or .;lo ~
o~ TRl N &
s -
&0 Klo ] [
a1 ol =
XF o
==
& ol
= prdl nH kN0
n0 ERE mum_u
- NP N
T E (3 25
0 o &= rRd s 2w
) - H <9
= 1ol R o
o 5 EBEE
i o (] il z
< 0% & or AR
< o0 of .
— RO > KE K 1ol
[ B3 5. ol = 3
r ot 8o I N & = RO
P hE o5& o R 2, or
ar Al 28 S W g 5 o 2
T M ol nwmlhw k] K0 E‘mzo xﬁ ol Wzo
. ! 0 = = = =
5 g 285 K B
H 7o T30 70 B Iof - 0 =
1 < % o < uB o jol o5
1o OL @. _4._ N & 1l =__o z i
' H oF &0 7 2
o - K X W
Jo RO i - Q
Y o 4u ul
) KO I = 9
._I.OI ______| *—I on ©
o o
K

14



2 $hiol i chere ol 4

0.

So|| 7wl st ZZajojeiA 22| 7|5 ENILINg 7ol 2oixiof izt cletshe| ZE A x|

frvews  susaen  waes  couemcavesy o

g ey
ook
o

ZZE (Y

-9 I/ H ATt Qo IA
AN/ FIOF ALY L8 TN
0[5 Af/ FIEHEIAIZHE BH8t220] 8 A

F8 HEOIAAE 2 ZE WY
20204 HASEHA S 87|WH Al 2| HE
-2021H FRHLEELT|HAIE 2| ZE
20219 OWASPTop10 2| ZE.

2lze 43 =7
RS2 AR B Y el 4
- PDF/ EXCEL/ DOC/ HTMLIZE 24 A7

@) HHEA Agent, Agentless, & & Z

rid gy CCF TRERSUTIIAIL MR 7|HAlE WY R S H IsMs Pis0/EC27001 12| B owAp AT 1w E St
S

g} ==3% A4 B0k 2OFE 19t g 7} O] X/

[l os Linux, Solaris, AIX, HP-UX, Windows Server, Windows PC

584 DB

Oracle, MSSQL, MariaDB, MySQL, PostgreSQL, Altibase, MongoDB, DB2, Tibero

& weB

Apache, IIS, Tomcat, WebLogic, NGNIX.WebtoB, JEUS, Jooss, OHS, Resin, Node.js, Django

@ NETWORK
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Intelligent Security Analysis Platform
Based on Big Data
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HE 18
27 SBR2IS A Scale-out, FOHEL, HOIE S7/2t S AN HHOIE N2|7|5S HB 7YX

27 S| flEYE 2L

& B = = B «

E-Mail SMS POP-UP  Sound

Y Y g x3),
27 Node 22)

BLUEMAX&E

Distribution Manager

HE +8 8

Composition Description
Server BLUEMAX LMS AC Analytics Server
Distribution BLUEMAXLMS DM Distribution Manager
BLUEMAXLMS DC- 0150 Data Collector (1 GB/Day & 5 Devices)
BLUEMAX LMS DC- 1000 Data Collector (10 GB/Day)
Collector
Data Collector (10 Devices)

BLUEMAXLMS DC- 0010

CUDQO xzotol 39 58 | 025250081
FEHSL|AHO0|ME | secure@cudo.co.kr
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